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1.4G PRODUCT

The PG41/HF2411/G43/EG41 support LTE-TDD, LTE-FDD, WCDMA, TD-SCDMA, GPRS full network.
4G network support maximum download data rate 150Mbps, upload data rate 50Mbps.

The PG41/HF2411/G43/EG41 support TCPIP protocol, with its UART interface, it make traditional
UART device easy connecting to 10T.

HF2611 support NB-loT Band3/Band5/Band8.

1.1. Protoss-PG41
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1.2. HF2411&HF2611

HF2411 HF2611
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1.3. Gport-G43 EVK

Insert SIM card and use 9~12VDC adapter to power supply the EVK.
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1.4. Elfin-EG40

8PIN Header

GND

9~18VDC
RS232 RXD
RS232 TXD

TTL UART RXD
TTL UART TXD

4PIN Header

9~18VDC |
58

RS232 RXD &
RS232 TXD |

1.5. Elfin-EG41

8PIN Header
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GND
9~18VDC
RS485 B-
RS485 A+

TTL UART RXD
TTL UART TXD

4PIN Header

GND|

9~18VDC

5
RS485 B- |
RS485 A+

1.6. EG40 Cable

Elfin-EG41

Power
Reload Button(Reserved)

4PINIHF
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1.7. EG41 Cable

Elfin-EG41

4PINIHF
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2.2G PRODUCT

The PG11, EG1X, HF2111A, G10, G11, G12 support GPRS 2G network.

The PG11, EG1X, HF2111A use G11 for its core module.

2.1. Protoss-PG11

¢ | ,
1 _b‘;)
T —— {
i ge—
w e
-

2.2. EIfin-EG10 4PIN Connector

GND
=% 9.~ 18VDC

42 RS232 RXD
RS232 TXD
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2.3. Elfin-EG11 4PIN Connector

#8 9 ~ 18VDC
{2 RS485 B-
‘4l RS485 A+

2.4. Elfin-EG10 8PIN Connector

GND
9~18VDC
RS232 RXD

RS232 TXD

HOST_RX

HOST TX

2.5. Elfin-EG11 8PIN Connector

GND
9~ 18VDC

R54385 B-
R5485 A+

HOST RX

HOST TX
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2.6. EG10 Interface Conversion Cable

Reload Button
e,
s B

Elfin-EG10

Connect to Power

Figure 1. Interface Conversion Cable
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2.7. EG11 Interface Conversion Cable

Elfin-EG11

o8
B 8%

Connect to Power

Figure 2. Interface Conversion Cable
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3. SERIAL SETTING

3.1. Serial Tool SecureCRT

Download adddress: http: //www.hi-flying.com/index.php?route=download/category&path=1_4

Decompress file and find executable program, then open. Click quick start button to create

connection.

YD REO ZEV BENQ #E0 BX9 IRV =i
SHNER LA BB TS 0@,
=25

3.2. Configure Serial Parameter

Protocol: Serial

Port: Actual connection port(search by “My PC”->"Device Manager’->"Port(COM and LPT)”. As figure:
4+ 13 &[0 (COM #1 LPT)

-7 mERO coMy)|

not connected - SecureCRT = O
File Edit View Options Transfer Script Tools Help

HIDIR 2] | BES a8 7 B

~
Quick Connect X
Frotocel:
Port Flow Control
[_1NTE S
Baud rate:
. [1RTS/CTS
Leteioits: 3 pEiTrT
Farity:
Stop bits:
[Jhow quick cormect on star []5are session
[Jopen in 2 tab
ol |

Notes: The default serial data is as above and user can modify device working parameter by
IOTService.

http://www.hi-flying.com/ -15 -
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4. TEST EXAMPLE

4.1.10TService Tools

IOTService is used for config the module parameters by UART or remotely. Make module

easy to use and check status. The download address is as following.

http: //www.hi-flying.com/download-center-1/applications-1/download-item-iotservice

Q

ﬁ H F " Home 10T Module 10T Device Support News Company Cloud Mall

# > Download Center > Applications » 10TService

|I0TService

Date: 12/03/2018 09:35:59
File List
Name File Name Download Times Date Update Download
I0TService 2.3.00 I0TService 2.3.00.rar 144 12/03/2018 09:33:18 &

After download, click the following to update to latest version.
i »oftware »etting X

r Remote Access -

Remote Access Enable: |Enablé |v|

|0TBridge Server Addr: |bridge.iotworl-cshop.com |

Service Id: [7fa02726-79a |

Service Name: |Ser\riv:e Name |
-EMail Alarm

EMail Alarm Enable: Disable |v|

SMTP Address:

SMTP Port:

EMail Account:
EMail Password:

EMail Send List (eg. a@a.com;b@b.com):

Communication

VirPath UDP Port:

VCOM Parameter Synch:

Qthers -
Language:
Start up to Tray:

Auto Upgrade:

Menu Toals:

Confirm | ‘ Cancel ‘ B
b
4.2.10TService Introduction
Step1: PC connect to device UART. Note that RS232/RS485/TTL UART is different.
http://www.hi-flying.com/ -16 -
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& SREEE
P SHEA) BBV BEMH)
= Hm &

v =) DESKTOP-IHST023
v o DVD/CD-ROM T8
» g IDE ATA/ATAPI FemiER
» [ |ntel(R) Dynamic Platform and Thermal Framewaork
» P eSS
> O 2
b o BEEE
2 RS
» 7= FTEIRAFY
TR
~ ¥ @0 (COM H1 LPT)
¥ USE Serial Port (COM11)
=
% ! bvp 18
» [0 LHIRR
=1 -
» B EF
> U A
> [ TiEE
) § EE. RS
» P ARG E
> § BRRGOEEE
» I BT

Step 2: Open I0TService UART tools

£ 1.0.T Service — I X
Management (M) Setting (C) Help (H) - 22hd
E; Serial Config || __ | Config || | ,\ Status VirPath Connected
| SN| Devap-e| MAC Address| HostMame | P | Position VirPath | Stalusl SW Ver
! i
http://www.hi-flying.com/ -17 -
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¥ LO.T Service Serial

Close COM Auto

(&)

Getln CMD

©)

Quit CMD

Reload

©

Restart

Upgrade

PC Serial Para

coMm: |c0M4‘-‘ Baudrate:|115200|v|

Data Bits: Parity: | NONE H Stop Bits: EB

Read Device Write Device

Batch Set

7| [SEND:+++

ISEND:AT+PID
IRECV:+ok=EG41

_ [SEND:AT+APN

Stop Bits: EI

DUT Para

UART Para
UART No: Ij ] Baudrate: = Data Bits: Parity:
Flow Control: ¥ | UART Protocol:
HeartBeat Time: ‘D HeartBeat Serial: I_l

SOCKET
SOCKET Name: Protocol: Rout:
Server Addr: Server Port:
Cannect Mode: :l Burst Time:

HeartBeat Time:

Regist Mode: B

Data Tag: |~|
SIM Para

IMEL: 866262040283870

Status: Disconnect RSSI:
Others

ModuleSN: 262040283870

[

1.1.10c(2019-06-06 16:30)

APN:

EG41

Main Menu:

L]

HeartBeat Serial:
Regist Code:

Data Tag Code:

ICCID:

0] 4G V1.639

Welcome:  |EG4T HostName:  [Eport-EG41
APN User: APN Passw. |

[-]

IRECV:+ok=,,

[SEND:AT +WSMAC

RECV: +ok=262040283870
ISEND:AT+GVER

RECV: +ok=4G_V1.639
ISEND:AT+GSLO
IRECV:+0k=0,0

ISEND:AT +IMEI
IRECV:+0k=866262040283870
ISEND:AT+ICCID

IRECV:
ISEND:AT+HEART=1
RECV:+0k=1,0,
SEND:AT+UARTTM=1
IRECV:+ok=1,50
[SEND:AT+MODBUS=1
IRECV:+ok=1,0ff
ISEND:AT+UART=1
RECV:+0k=1,115200,8,1, NONE,NFC
SEND:AT+NETP=A
RECV:+ok=A,1,0ff
ISEND:AT+NETP=B
IRECV:+ok=B,1,off
ISEND:AT+NETP=C
IRECV:+ok=C,1,0ff
ISEND:AT+VER
RECV:+0k=1.1.10c(2019-06-06 16:30)
ISEND:AT+HOST

RECV: +ok=Eport-EG41
ISEND:AT+WEL

RECV: +ok=EG41

Auto: Auto detect device UART parameters.

Getln CMD: Enter AT command mode.

Quit CMD: Quit AT command mode.

Reload: Reload product, restore parameters to default.

Restart: Reset product

Upgrade: Upgrade product.

Read Device: Read product parameters.

Write Device: Write modified product parameters

Batch Set: For massproduction parameters setting.

UART Information:

UART No: UART number, for multiple UART product.

|

UART Protoco: UART protocol, Modbus TCP to RTU function.

HeartBeat Time: UART HeartBeat time

HeartBeat Serial: UART HeartBeat content.

Socket Function:

http://www.hi-flying.com/
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SOCKET Name: Socket name, choose A/B/C.
Protocol: Protocol, TCP/UDP/HTTP
Connect Mode: short or long connection.

Burst Time: When in long connection ,it is AT+TCPTO reconnection time. When for short
conection, it is connection keep time.

Rout: UART channel

HeartBeat Time: HeartBeat time

HeartBeat Serial: HeartBeat content, support wildcard character.
Regist Mode: Register Mode

Regist Code: Register Content, support wildcard character.
Data Tag: Used for multiple data socket distinguishing.
SIM Information:

IMEI: Product IMEI

ICCID: Product ICCID

State: Product GPRS Status

RSSI: Product GPRS signal strength

Others:

Module SN: Product MAC

Welcome: Bootup information.

HostName: Product name shown in IOTBridge.

Detail:

SMS: Short message function.

IOT En: Enable/Disable IOTBridge.

IOT Time: IOTBridge Enable time. Save data flow

http://www.hi-flying.com/ -19 -
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£ 1.0.7 Service Serial - O X
) ® | @ © | 8 @
 CloseCOM [ Auto | GetinCMD | QuitCMD | Reload | Restart | Upgrade Read Device || Write Device || Batch Set.

{PC Serial Para

com: [comivJ Baudrale:i1152wlv| Data Bits: Parity: StopB;ts:E:B

{ DUT Para

UART Nex — Deta s — —

SOCKET Name:

Server Addr:

Connect Mode:
HeartBeat Time: | |
Regist Mode:

Data Tag:

Flow Control: Disable w | UAR]
HeartBeat Time: [0 Heal

Protol

Burst|

Hearl

£ Detail

SMS ID: I #SMSs#|
SMS Phone: [ |
SMS Status: [ [~]
10T En: Enable =]

10T Time:

IMEI: 866262040283870

ISEND:AT+APN
RECV:+0k=,,

ISEND:AT +WSMAC
RECV:+0k=262040283870
ISEND:AT+GVER
RECV:+0k=4G_V1.639
ISEND:AT +GSLQ
IRECV:+0k=0,0
ISEND:AT+IMEI

[RECV:+0k=866262040283870
(SEND:AT+ICCID

IRECV:

[SEND:AT+HEART=1

RECV:+ok=1,0,

[SEND:AT +UARTTM=1

RECV:+0k=1,50
ISEND:AT+MODBUS=1
RECV:+ok=1,off

SEND:AT+UART=1

RECV:+ok=1,115200,8,1, NONE,NFC

[SEND:AT+NETP=A

RECV:+ok=A,1,0ff

[SEND:AT +NETP=B

IRECV:+ok=B,1,off
ISEND:AT+NETP=C
RECV:+ok=C,1,0ff

[SEND:AT+VER
RECV:+0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST

Status:  Disconnect RSSI:

ModuleSN: 2620402

EG41  1.1.10c(2019-06-06 16:30)

Welcome: |EG41 HostMame:
o - oo N

| 4G V1.639

RECV:+ok=Eport-EG41
ISEND:AT+WEL
RECV:+ok=EG41
ISEND:AT+SMSID
RECV: +ok=#SMS#,1,
ISEND:AT+IOTEN

RECV:+o0k=0n,00:00,23:59

http://www.hi-flying.com/
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4.3. Test Case One: I0TService UART Config

Step 1: Open UART and do as following to read product parameters.

£ LO.T Service Serial

Close COM

Auto

©)

Getln CMD.

@

Quit ChAD.

© | ®

pgrade

PC Serial Par:

\com: [coma]¥]

Baudrﬁte:|115200‘v| DataBits: Parity: Stchits:EB

~DUT Para
|UART Para

UART No:

Flow Control:

HeartBeat Time:
SOCKET

SOCKET Name:

Server Addr:

Connect Mode:

HeartBeat Time:

APN:

EG41

ModuleSN: 262040283870

[ T

1.1.10¢(2019-06-06 16:30)

||  Baudrate: [115200 [v]
UART Protocol:

i HeartBeat Serial:

Protocal:

— part e s [l
ore <]

L]

TCP-CLENT [+

|test‘ server.iotworkshop.com

e[| s
i) HeartBeat Serial:

Rogitmgde:  [Daable ] megietcode
N
SIM Para

IMEI: 866262040283870

Status: Disconnect RSSI: 0

| Others

Rout:

Server Port:

140432

=]

1CCID:

4G V1.639

Welcome:  |EG41 HostName: |Eport-EG41
APN User: APN Passw...

i ] X
Read Device Write Device Batch Set

" RECV:+ok=1,0,
1 [SEND:AT+UARTTM=1

RECV:
SEND:AT+HEART=1

RECV:+ok=1,50
SEND:AT+MODBUS=1
RECV: +ol=1|off
SEND:AT+UART=1
RECV:+ok=1,115200,8,1, NONE,NFC
SEND:AT+NETP=A
RECV:+ok=A,1,TCP test.server.iotworkshop.com, | |
140432 long
SEND:AT+NETP=BE
RECV:+ok=B,1,0ff
SEND:AT+NETP=C
RECV:+ok=C,1,0ff
SEND:AT+HEART=A
RECV:+ok=A0,
SEND:AT+NREGSND=A
RECV:+ok=A link
SEND:AT+NREGDT=A
RECV:+ok=A,
SEND:AT+MNREGEN=A
RECV:+ok=A,off
SEND:AT+NETPID=A
RECV:+ok=A,
SEND:AT+NETPIDEN=A
RECV:+ok=A,off
SEND:AT+NETPLK=A
RECV:+ok=A,off
SEND:AT+VER
RECV:+0k=1.1.10¢(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL
RECV:+ok=EG41

Step 2: The tools show the module parameters. Click [Write Device] to change parameter.

The following set Socket A to our test server. and reboot

Test Server: test.server.iotworkshop.com

TCP Port: 40432

UDP Port:

40431

http://www.hi-flying.com/
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£ 1.0.T Service Serial - m| X
@ & | @ ©
Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
I PC Serial Para it -

|com: |§i§\m | v| Baiidrate: ‘115200 ‘ = ‘ DataBits: [8 |w| Parity: [NONE[+| stopBits:[1 [+ ‘ SEND:AT + HEART.
RECV:+0ok=1,0,
DUT Para : M=1

UART Para

UART No [ 1] saudrate: [115200 [~  Date Bits: Parity: [NONE [=] siopBitst [1 |~ ‘
e e e s one e

HeartBeat Time: |0 HeartBeat Serial: | | “+ok=A1TCP test.server.iotwarkshop.com,
esr ;
SEND:AT+NETP=C
oot Iz s famn 7] s S
Server Addr: ‘testsewer.iutwurkshup.com o~ —Hen’ar Port: 40432 SEND:AT+HEART=A

RECV:+ok=A,0,

ConnectMode:  [Aways [ Burst Time: SEND:AT+NREGSND=A
RECV: +ok=Alink
HeartBeat Time: |0 HeartBeat Serial: I

SEND:AT+NREGDT=A

RECV:+ok=A,
RegistMode:  [Disable  [+] Regist Code: SEND:AT+NREGEN=A 5
; RECV:+ok=A,off P
Data Tag: = Data Tag Code: SEND:AT+NETPID=A
RECV:+ok=A,
SIM Para SEND:AT + NETPIDEN=A
RECV:+ok=Aoff
IMEL 866262040283870 1CCID: SENDATHNETPLIC-A
RECV:+ok=Aoff
Status: Disconnect RSSI: 0 4G \1.639 SEND:AT+VER
RECV: +ok=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST

s RECV:+ ok=Eport EG4T

SEND:AT+WEL
: 1262040283870 :  |EG41 :  |[Eport-EG41
ModuleSN Welcome: HostName: po RECV:+ok=EGA1

EG41 1.1.10c(2019-06-06 16:30) ‘

Note: Default UART is 115200,8,N,1.

Step 3: Wait for network connection OK, then send UART data, the server will response the
received data. The product is in throughput mode by power on, if want to send AT command,
need to send “+++” and then “a” to enter command mode, AT+ENTM to change back
throughput mod.e.

serial-comd - SecureCRT

Fle Edit View Options Transfer Script Tools Window Help

Ta- B &1 ¥ Enter host <Alt+R = EEWEN: . R | % % @
Session Manager |q’seria|—com4 x]

P i MRS WRE=HECS .l Send to HF TEST Server

Filter by session name <Alt.. £|

v | | Sessions L
I 10.10.100.254
E 10.10.100.254-2323
E 18.108.28.112
[ 192.168.0.1
[ 192.168.1.208
I 192.168.1.28

__ Emi021sminnasa Y|

Default - W@ +t++ G a & JTA @ WSSSID & WSKEY (@ ATHL G AT+CGSN G DEVICE @ PRODUCT g +++a |

send to HF TEST server
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4.4. Test Case Two: I0OTService Network Config

Step 1: Login IOTBridge(http: //bridge.iotworkshop.com/) to register account.

@ www.hi-flying.com

o Q| englis

& H F N L ERiER MRS = FEEE 27 =¥E Bt
Step 2: Get Userld(device side)and Serviceld(IOTService side)
10T Bridge BT
1.O.T Service
Step 3: Input Serviceld in IOTService.
£ LOT Service _ v
| Management (M] Tools (T) Help (H)
Begin ‘ % Stop @ Caonfig 4 Status ﬂ;ﬁ VirPath -E! Connected
] | SN| DeuTypei MAC Address | HostMName 1P | Position | VirPath | State | SW Ver
&Y Software Setting X &
Remote Access -Communication
Remote Access Enable: |F_nab[e |V| a\/irPath UDP Port: 28087
|0TBridge Server Addr: |bridge.iotwor|-cshop.com | VCOM Parameter Synch: =
Service Id: lne-fad5-11e7-b3ed-1bdbfcfBec1|
Others
Service Mame: |Ser‘vice MName |
Language: English |=

Step 4: Insert SIM card and power on device, wait for device connects to network. The UART
tools also shows the network status.
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& 1.0.T Service Serlal - O X
® | @ © &
Close COM Auto Getln CMD | Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
ir PC Serlal Para g B
|com: [coms]~]  Baudrate:[115200[ ]  Date Bits: Parity: Stap Bits: EB SEND:AT+GSLQ
RECV:+0k=0,0
DUT Para SEND:AT + GVER
RECV:
UART Para
Read GVER failed!
: : : SEND:AT +IMEI
UART No: Baudrate: |115200 Data Bits: Parity:  |NONE Stop Bits:
o 0] owe [0 [x] omao []=] pu opne [i_[=] |
Flow Control: UART Protocal: ;i‘:S:ATHCCID
HeartBeat Time: [0 HeartBeat Serial: e | | [END:AT+GSLG
RECV:+0k=0,0
| E— SEND:AT +GVER
et RECV:+0k=4G V1.639
SEND:AT +IMEI
SOCKET Name: Protacol: TCP-CLIENT Rout: uart
e retace ] o EE RECV:+0k=866262040283870
Server Addr  [testserveriotworkshop.com | s 10422 SEND:AT+ICCID
RECV:+0k=898600560013f7007772
Connect Mode: = Burst Time: SEND:AT+GSLQ.
RECV:+ok=1,0
HeartBeat Time: [0 HeartBeat Serial: | | | jsEnD:AT+GVER
RECV:+0k=4G_V1.639
R SENDAT + IMET
RECV:+0k=866262040283870
Data Tag: = Data Tag Code: SEND:AT+ICCID
RECV:+0k=8986005600137007772
SIM Para SEND:AT+GSLQL
RECV:+0k=1,25
IMEI: 866262040283870 ICCID:  898600560913f7007772 SEND:AT +GVER
RECV:+0k=4G_V1.639
RSSI: 25 SEND:AT +IMEI

Others

APN:

EG41

Status: Connected

ModuleSN: 262040283870

[ [

1.1.10c(2019-06-06 16:30)

4G V1.63%

Welcome:  [EG41 HostName:
APN User: APN Passw...

Eport-EG41

RECV:+0k=866262040283870
ISEND:AT+ICCID
IRECV:+0k=B98600560913f7007772
SEND:AT+GSLO.

RECV:+ok=1,25

|

Detail

Step 5: Add MAC in the tools to bound account. (AT+WSMAC to get MAC address, usually it
is the latter 12 character of the IMEI), recommend to use AT+IOTUID command to write
Userld into the device. Prevent bounded by the other vicious customer.

Note:HF2611 only enable the IOTBridge remote device management function at 10:00
to 10:30 in order to save data flow. Other products enable all day by default. This time
can be changed via IOTService UART config.

£ 1L.O.T Service _ X
Management (M) Setting (C) Help (H} - ==
% |Add Device X
Serial Config @ MAC Address Delete Connected
=/ 1262040283870 Delete
..« DevTypel MAC Address tatus SW Ver
22|HF2411 |262040590852 nline [1.0.50 =
23|HF2411 |26204059030 nline [1.0.50
24|HF2411_|262040590092 nline [1.0.50
25|HF2411 [26204055084 Inline [1.0.50
26|HF2411 |262040590027 nline [1.0.50
27|HF2411 |262040589938 nline [1.0.50
28|HF2411 |262040590076 nline [1.0.50
29|HF2411 [26204059211 i 5 Inline 1.0.50
30EGA1  [262040283870 wiac addr. W oso020282870 fine [1.1.10c ||
31|HF2411 |262040285204 Inline [1.0.50
32|HF2211 |FOFEGBS36CFS fffline |1.34.04
33[EP20  |FOFE6B2148D4 | Confirm | | Close | fffline [1.34.7 PuZhong
34[FE10  |ACCF2320123¢ fline[1.32.4
aslHFATINA [FOFFARFNANT Jinel1.61.6
Step 6: Double click device entering the config page.
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£} LOT Service = X
Management (M) Setting (C) Help (H) - ==y
Serial Config Config Status VirPath Connected
v & DevTypel MAC Address| HostName P Position VirPath Status SW Ver
22|HF2411 |262040590852 [Eport-HF2411 |117.132.196.57 |China.Shaanxi Online |1.0.50 =
23|HF2411 |262040580902 [Eport-HF2411 |221.178.127.13  |China.Shaanxi Online |1.0.50
24|HF2411 |262040590092 Eport-HF2411 |221.178.127.99  |China.Shaanxi Online |1.0.50
25|HF2411 |262040590845 [Eport-HF2411 |223.104.255.181 |China.Shaanxi Online |1.0.50
26|HF2411 |262040590027 [Eport-HF2411 |221.178.125.53 |China.Shaanxi Online |1.0.50
27|HF2411 |262040589938 [Eport-HF2411 |221.178.124.54  |Remote Online |1.0.50
28|HF2411 |262040530076 [Eport-HF2411 |221.178.127.216 |China.Shaanxi Online |1.0.50
29|HF2411 |262040592114 |[Eport-HF2411 |221.178.126.32  |China.Shaanxi Online |1.0.50
I30 EG41 262040283870 |[Eport-EG41 223.104.210.6 China.Shangh... Online |1.1.10c I_
ITFATT (26200205206 [Eport-TFZATT (218208, 253, 14T [Chma. Shaand onnne | 1.0.50
32|HF2211 |FOFEGES36CFS [Eport-HF2211 |58.33.115.200 Remote Offline|1.34.04
| & Device Status *
 System ~GSM  SOCKET
ModuleSN: 262040283870 SOCKET Mame: Q} .
1CCID: 808600560913F7007772 | | Protocol: TCP-CLIENT
IMEL: B66262040283870 Status: Connected
Connect: Connected(22) Server I
IP Address: 223.104.210.6 Recv Bytes: 0 Recv Frames: 0
] 4G V1.639| Upgrade Send Bytes: 0 Send Frames: 0
Product ID: EG41 . .
f -UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.10c
! RTC Time: INTP Disabled Config: 115200,8,1,NONE
Up Time: 0-Day 0:4:39
P . Recv Bytes: 4 Recv Frames: 2 Rl
4 Fonginide: L2l b0 Send Bytes: 5 Send Frames: 2 Edit
Latitude: 31.217960357 Fail Bytes: 0 Fail Frames: 0 Bestart
E

Step 7: Can modify the parameters.
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£¥ Device Setting 4
r System rSOCKET
Welcome: | FG41| SOCKET Name: |A |"|
HostMName: | Epod_EGg‘_"l Protocol: |TCP-CLIENT | - |
Lonoitad | O.Dl Server Addr: | test.server.iotworkshop.coml
4 Server Port: | 40432|
Latitude: | D.Dl
Connect Mode: |A|wal,rs |V|
L IE : E - @: @ Burst Time: | 300|
- UART Rout: |uarl | hd |
UART Ne: | | | HeartBeat Time: | Ol
Baudrate: |115200 | = | HeartBeat Serial: |I|| |
Data Bits: |EI. |V| Regist Mode: |Disab|e |V|
Stop Bits: |1 |V| Regist Code: D
Data Tag: |Di5able |V|
Parity: [NONE B4
Data Tag Code:
Flow Control: |Disable |V|
UART Protocol: [NONE [+] | [Network
HeartBeat Time: | Dl APN: | | - |
HeartBeat Serial: E|| | APN User: | |
APN Password: | |
[ Confirm | | Cancel | SMS ID; | #SMS#|
S Phoner '
, SMS Status: 1 Rd
| Export | | Script |

Step 8: Use our test server to check device function.

sernial-comd - SecureCRT

File Edit View Options Transfer Script Tools Window Help

Pa- 51 & ¥ Enter host <Ali+R= Ly A S #h e
S - -|¢serial-com4 x]

P S WS REC TN [ [send to HF TEST server

Filter by session name <Alt.. £

v | | Sessions ~
E 10.10.100.254
E 10.10.100.254-2323
E 18.108.28.112
E 192.168.0.1
E 192.168.1.208
E 192.168.1.28
[ 1092 148 100 254
Default » W@ +++ Ga B JTA G WSSSID g WSKEY @ AT+7 @ AT+CGSN g DEVICE @ PRODUCT g +++a |

L

Send To HF TEST Server
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4.5. Test Case Three: Throughput Via SecureCRT

Step 1: Open SecureCRT(Baudrate default:115200), Input “+++” (device will response with

“a”’)and then “a" (device will response with “+ok”) to enter AT command mode.

serial-com4 - SecureCRT e [ s
File Edit View Options Transfer Script Tools Window Help
T T 21 ¥ Enter host <Alt+R= EENFE: BN R % R -
(2] | Iqlserial-comd % | @ serial-com10 4 b
LD &K e ” atok 5
Filter by session name <Alt.. £ AT+NETP=A,1,TCP,test. server. iotworkshop. com,40432,long
w Sessions | |[+ok

B 10.10.100.254

0 10.10.100.254-2323

I 18.108.28.112

I 192.168.0.1

[0 192.168.1.208

[ 192.168.1.28

[ 192.168.100.254

[ 192.168.82.103

[ 192.168.82.105

8 192.168.82.110

[0 192.168.83.124

3 ftp.hi-flying.com

[ ftp. hi-flying.com (1) ¥ |
Default = @ +++ @ha @ STA @) WSSSID @ WSKEY @hAT+Z @ AT+CGSN (g DEVICE @ PRODUCT @ +++a (@ AT+MODE (g IMEI

AT+UART to query or change setting.

Step 2: Input  "AT+NETP=A,1,TCP,test.server.iotworkshop.com,40432,long” to set socket
A, and “AT+Z” to reboot.

AT+MNETP=A,1,TCP,Test. server. iotworkshop. com,40432, Tong
+ok

Step 3: Wait for network connecting OK. Then send UART data to device, the test server will
response with data in defined format(Protocol type, port number and data as following
picture).

serial-comd - SecureCRT

Fle Edit View Options Transfer Script Tools Window Help

Ta- B &1 ¥ Enter host <Alt+R = BN I e )
|+ serial-com4 xi

P i MRS WRE=HECS A Send to HF TEST Server

Filter by session name <Alt.. S

W Sessions ~
I 10.10.100.254
E 10.10.100.254-2323
E 18.108.28.112
[ 192.168.0.1
[ 192.168.1.208
I 192.168.1.28

__ Emi021sminnasa Y|

Default - W@ +t++ G a & JTA @ WSSSID & WSKEY (@ ATHL G AT+CGSN G DEVICE @ PRODUCT g +++a |
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4.6. Test Case Four: Heartbeat and Resister Packet

Step 1: Set the parameter as following..

AT+HEART=A,10,%IMEI
AT+NREGEN=A,on
AT+NREGSND=A link

AT+NREGDT=A,%VER

//Enable heartbeat for 10 seconds upload its IMEI.

//[Enable Register Packet

//Send Register packet when connection established.

//Register content is software version

s

¥ LO.T Service Serial

Close COM

Auto

©)

Getln CMD

©)

Quit CMD

Reload

©

Restart

Upgrade

-PC Serial Para—

|com: |COM4|v‘ Baudrata:‘115200|v| Data Bits: Parity: | NONE : Stop Bits:EE

DUT Para—

UART Para
UART No | Baudeste: [115200 |+
Flow Control: UART Protocol:
HeartBeat Time: (0 HeartBeat Serial:

SOCKET

SOCKET Name:

e Ll

Protocal:

Data Bt Farty O
Fove[+]
]

TCP-CLENT [~

uart

Rout:

= [m] X
Read Device Write Device Batch Set

Server Addr: |testserver.iotworkshop.com ‘ Server Port: 140432
Connect Mode: Always w | Burst Time:
HeartBeat Time: |10 HeartBeat Serial: |%iMEI |
RegistMode:  |Unk  |v| Regist Code: ] Jwiccip |
Data Tag: Disable w|  Data Tag Code:
| SIM Para
IMEL 866262040283870 ICCID:  898600560913f7007772
Status: Connected RSSI: 19 4G V1.639
|Others

ModuleSN: 262040283870

[ I

1.1.10¢(2019-06-06 16:30)

APN:

EG41

Welcome: [EG41 HostMame:
APN User: APN Passw...

Eport-EG41

| [RECV:+0k=898600560913f7007772 —

- |RECV:+0k=1,0,
1 [SEND:AT+UARTTM=1

SEND:AT +HEART=1

RECV:+ok=1,50

SEND:AT+MODBUS=1

RECV:+ok=1,0ff

SEND:AT+UART=1

RECV:+0k=1,115200,8,1, NONE,NFC

SEND:AT +NETP=A

RECV:+ok=A1TCP test.server.iotworkshop.com,
40432 long

SEND:AT+NETP=B F |
RECV:+ok=B,1,off
SEND:AT+NETP=C
RECV:+ok=C,1,0ff
SEND:AT+HEART=A
RECV:+ok=A0,
SEND:AT+MNREGSND=A
RECV: +ak=Alink
SEND:AT+NREGDT=A
RECV:+ok=A,
SEND:AT+NREGEN=A
RECV:+ok=A,off
SEND:AT+NETPID=A T
RECV: +ok=A,
SEND:AT+NETPIDEN=A

RECV: +ok=A,off
SEND:AT+NETPLK=A
RECV:+ok=A,0n

SEND:AT+VER
RECV:+0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL

RECV:+ok=EG41

Detail

|

Step 2: Reboot it. The device will output UART data as following.
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E I SCNCONMLIZONIVE. | B ERE IR — [ ] X
'.{b Techconsm il
s 2018-08-17 06: 39; 18, 069 - B @ atn : :
®/O2 oo = 47 70 6F 72 74 2D 45 47 31 301 - IL ” J x}'\_J\_‘!__ WEI‘%'h |nf°rmat|0“ When bootup
2018-08-17 06; 39: 33, 127 3l |
E#E 115200 ¥ 54 43 50 34 31 31 32 2E 36 35 2E 36 31 2E 33 35 3A 31
it B 31 39 31 32 04 44 41 54 41 3.;0; 0
one 4 ¥i= 0 2 oy 29 2= 11 H H
2018-00-17 06 la8lagldss =T 14,11 Register packet version
fiRf  efu v 54 43 50 3A 31 31 32 2E 35 35 2E 4R 31 2F 33 35 3A 31
14 Ewﬂ 41 34[38736 38 35 37 35 30 32 ]
5 [1fg ) 36 36 31 34 35 36 32|04 00 Heartbeat packet IMEI
2018-08-17 06: 39 44. 680k {10 - TMET b4
. # B 54 43 50 34 31 31 32 2E 36 l35"215 36 31 2E 33 35 34 31
31 39 31 32 0A 44 41 54 41 34 38 36 38 35 37 35 30 32
FlRE 36 36 31 34 35 36 32 D4 00
MmAnER 2018-08-1T 06: 39: 50. 486
o fgnaiiaasaasaenony
[ RSB 55 H0 A B 5 44 17 36 36 31 34 35 36 32 0A 00
= 2018-08-17 06: 39; 56. 261
BHBAET 54 43 50 34 31 31 32 2B 36 36 2E 36 31 2E 33 35 3A 31
! 31 39 31 32 04 44 41 54 41 34 38 36 38 35 37 36 30 32
Oupmear IRFHIE 50 30 3 31 36 3 32 04 00
iR E b
EiERE BEE
H+AeEE
Qs . _
wixigE 1000 Ne = B
EIRREE
HbE R RHE
OxEr O#KE R 495 . L2
T : iz
To $HE | To 1638 ™ B B
Example 1:

Register Code Requirement: FFFFFFFFFA+IMEI+0F
Setting Parameter: %FF%FF%FF%FF%FA%IMEI%0F

Upload real data: FF FF FF FF FA 38 36 38 35 37 35 30 32 36 36 31 34 35 36 32 OF
Example 2:
Heartbeat Content: %TIME;%HOST;%DATE;%IMEI;%IMSI;%GPS;

Upload real data: :

165036;Eport-
HF2411:20190211:862285030465284:460011352509105;121.623046,31.221429:;

4.7. Test Case Five: Virtual COM

Step 1. Add device to IOTService according to Case Two.

& 10T Service the *
Management (M) Setting (C) Tools (T) Help (H)
- = =
Begin Stop || 7 Config || ' 5 Status VirPath M= Connected
SN|DevType| MAC Address| HostMame P Position VirPath State SW Ver
1|HF2211 |FOFEGBEOCBOC |2-1 221.4.163.98 Remote Online |1.31
2|HF2211 |FOFEGBEQCIO00 [2-4 221.4.163.98 Remote Online |1.31
3|HF2211 |FOFEGBEOC790 |2-3 221.4.163.98 Remaote Online |1.31
MEZ2211 mEECDEnI’"nN 2.3 202 104 20 B + Oals 12
FiHF2411 |285030465284 HF2411 112.64.68.19 China.5hanghai Online [1.0.15
BIHF/ 42T THIFFRRRAS/AC [Fnort-HEZ421 Remnte Tiffine 11.10h
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Step 2: Click into the config page, fill the Vircom Socket ID with C(A/B/C all can be used for
virtual COM, must choose off socket to use for virtual COM).

&

| [Svstem SOCKET
Welcome: [ 7 SOCKET Name: e 1+

| | SleepEn: [Disable " [~] Protocol: OFF -
Sleep Time: Server Addr: |
Longitude: Server Port:

Serial Port:

UU

Latitude: d Connect Mode: : |
10T Time: [o: [0 ~ [23:[59 | | purstTime:

[ uaRT Roux |

Rout:

UART Na: HeartBeat Time:

Baudrate: 115200 HeartBeat Serial: E

Data Bits: Regist Mode: ~]
=

Regist Code: LJ

7
Confirm | [ cancel

Stop Bits:
Data Tag: [
Parity: NONE ] =
Data Tag Code:
b e CEr—
UART Protocal: NONE - Cancel 7
Confirm M
VirPat| :]

HeartBeat Time: | 0

‘ HeartBeat Serial [ . | \ [ mpot | [ Epor |

Step 3: Wait for VirtualCom Connect.

i 1.O.T Service — *
Management (M) Setting (C) Tools (T) Help (H)

| [ )
‘ x Stopi! {L:} Config & Status | =4 VirPath

SMN|DevType| MAC Address| HostMName IP Position VirPath State
1|HF2211 |FOFEGBEOCBOC [2-1 221.4.163.98 Remote Cnline
2|HF2211 |FOFE6BEOCTO00 [2-4 221.4.163.98 Remote Cnline
3|HF2211 |FOFEGBEOCTI0 [2-3 221.4.163.98 Remote Online
4IHF2211 FOFEGBEOQCS28 |2-2 202.104.28.51 Remote Online
5|HF2411 285030465284 |HF2411 112.65.48.94 China.Shanghd C/Connect I Online
K AR T PR TSR e AR T e CUE R OTOr Y I e = pp—

Step 4. Use virtual com to communicate.

erial-com? - SecureCRT [@ Serial-COM4 - SecureCRT
File Edit View Options Transfer Script Tools Window Help Fle Edit View Options Transfer Script Tools Window Help
%= T 20 F enter host <Alt+R LEA S =R e 3 %= 51 0 M Enter host <AltR> LSRR S ERT @
Session Manager + serial-com2 x | || v serial-coma x
L A % B3 X 44 " [ate++20000000000344444 111111 TETTTdd: £ [ 8 % Ga o | XS 44 [ ([000344444111111222222F
Filter by session name <Alt+1> =
v | Sessions ~ A
~ [ com

3 10.10.100.254
9 192.168.1.28
0 192.168.83.110
0 192.168.83.111
3 serial-coml
B serial-com10
@ serial-com11
3 serial-com12
3 serial-com13
3 serial-com14
[ serial-com15
3 serial-com19 M

Default - @+++ @a @STA @ wsssiD

S serial-com12
[ serial-com13
[ serial-coml4
I serial-com15
[ serial-com19
3 serial-com2

[ serial-com20
[ serial-com21
3 serial-com22
[ serial-com26.

v

Default - @ +++ @ha @STA @ WSSSID @ WSKEY @AT+Z @ AT+CGSN (g DEVICE (@ PRODUCT @KS

WSKEY @@ AT+Z (@ AT+CGSN (g DEVICE (g PRODUCT () K Sonets

& Send commands to active session

000344444111111222222F M111111222222FFFFfdds|

4.8. Test Case Six: SMS Throughput

Step 1: Enter AT command mode, and set SMS parameters.
AT+SMSID=#SMS#,0,135647584 XX.

Step 2: Reboot and wait for network connected, UART send "#SMS#123457” to module, the
phone will receive the SMS data “123457”.

Step 3: Phone send “aaaaaa”, product will send out “#SMS#aaaaaa”
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Serial-COM4 - SecureCRT
Eile View Options Transfer Script Tools Window Help

Ba- T3 40 B Enter host <Alt+R~ EEEN P A R
siol | Serial-cOM4 x |

LR E 6 G E X Ea

; +ERR=-1
Fllterbv session name =Alt+1> 0O AT+ SVMSIDHSMEE,0,13564
& serial-com20 ||| +ok
[ serial-com21 AT+Z
[ serial-com22 +ok
& serial-com26 HF2411a+ok
£ serial-com27 #SMS#123457
[ serial-com29 +ERR=-1
[ Serial-COM3
[ Serial-cOM4 +ERR=-1
O Serial-COMS ATEN
O serial-com7 +ERR=-1
[ serial-com8 ATHENTM
I 10.10.10.254 +9

& 10.10.100.254 #sVMs#aaaaaaa

0 10.10.100.254-2323

= 192.168.1.201
[ 192.168.100.254
I 192.168.83.110
O 192.168.83.124

3 serial-com16

[ serial-com19
3 serial-com26
[ serial-com29 %

Default » @ +++ % @ STA @WSSSID @@ WSKEY @AT+Z @@ AT+CGSN g DEVICE PR

[#SM5#12345 |

4.9. Test Case Seven: HTTP Request

ol HEHSGH =

{®

123457

17:02

O

185 2773 i

R

@ 7 & 100% = 4

Step 1: Browser open http://XX.XX.XX.2:8080/InductionOfScreenDemo/screen?id=1, got the

response as following:

&« C [ F== m 2:8080/InductionOfScreenDemo/screen?id=1

e ) - i
A pYe i 1{E o]

{*id":1,"count":9999)}

Step 2: Input the HTTP parameters as the following steps.

http://www.hi-flying.com/

- 31 -


http://xx.xx.xx.2:8080/InductionOfScreenDemo/screen?id=1
http://www.iotworkshop.com/

& HF

- O X

T
® | @ © & -
Quit CMD Reload Restart Upgrade - Read Device Write Device Batch Set

Close CT ufo etin CMD
PC Serial Pa

SEND:+++
SEND:AT+PID
RECV:+ok=EG;

DUT Para

&
COM: [cOM4|w| Baudrate: [115200[w| Data Bits: (8 [w| Parity: [NONE[w| StopBitsi[1 [+ /
/s

UART Para

SOCKET Name:

UART No: |:|:| Baudrate: [115200  [+]
Flow Control: UART Protocol:
HeartBeat Time: [0

HeartBeat Serial: u

Data Bits: parity. [NONE L#|  stop Bits: EE

Server Addr:

?\i

HeartBeat Time:

D

Cegitviode. [Dsbe ]
N

SIM

IMEL 866262040283870

Status: Disconnect RSSI:
Others.

ModuleSN: 262040283870

EG41  1.1.10c(2019-06-06 16:30)

Protocol: HTTP

Corvetode. [ ]

Protocol: TP Rout: o
222 N | Server Port: 080
£} Hitp Setup \ X
Bu
Hel Type:  [POST [*] version:  [1.1 [=]
Red Path: |f|nductionOfS:raenDamo{screen ‘

Dai Host:10. .11:8080

Refresh

Welcome:  [EG41 HostName:  |[Eport-EG41
APN User: APN Passw.. |

Server Addr: Server address, IP or domain name.

Server Port: Server port.

Type: HTTP Type, GET or POST.

Version: HTTP Version, 1.1.

Path: HTTP path

SEND:AT+ICCID
RECV:
SEND:AT+HEART=1
RECV:+0k=1,0,
SEND:AT+UARTTM=1
RECV:+0k=1,50
SEND:AT+MODBUS=1
RECV:+ok=1,0ff
SEND:AT+UART=1

SEND:AT+NETP=A
RECV:+ok=A,1,0ff
SEND:AT+NETP=B
RECV:+0k=B,1,0ff
SEND:AT +NETP=C
RECV:+ok=C1,0ff
SEND:AT +VER

SEND:AT+HOST
RECV:+ok=Eport-EG41
SEND:AT+WEL
RECV:+ok=EG41

’RECV: +o0k=866262040283870

RECV:+0k=1,115200,8,1, NONE,NFC

RECV:+0k=1.1.10c(2019-06-06 16:30)

HTTP header input: Input HTTP header. Usually is Host information.

Path:

Host:101.

/InductionOfScreenDemo/screen

2:8080

Connection: keep-aﬁvel

Step 3: Reboot and wait for SOCKA connection.

Send

http://www.hi-flying.com/
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£* Device Status *
System ~GSM r SOCKET
MaduleSN: 262040283870 SOCKET Name: A -]
IcciD: 898600810919f7041841 Protocol: HTTP

IMEI: B866262040283870 Status: | Connected ]

Connect: Connected(22) Server IP:
IP Address: 223.104.21219 Recv Bytes: 0 Recv Frames: 0
4GV1.639) Upgrade | | | Send Bytes:0 Send Frames: 0
Product I1D: EG41 - -
~UART Fail Bytes: 0 Fail Frames: 0
Software Version: 1.0.45
RTC Time: NTP Disabled
1me sanie Config: 115200,8,1,NONE
Up Time: 0-Day 0:42:20
. Recv Bytes: 4 Recv Frames: 2 -
Longitude: L0 a2 Send Bytes: 7 Send Frames: 2 Edit

Latitude: 31.233777999 Fail Bytes: 0 Eail Fiince<0 Restart

Step 4: UART send data id=1, and got response of the server.

P2 Es0ERSE-3.0AD QQ:6972972 - |

nH

[2019:04:03:15:33:17] R id=1
[2019:04:03:15:33:17] (480 1 {"id™1, "count™.9999}

HTTP response

Note:

Refer to “4G_2G DTU products function” for more detail.

4.10.SMS AT Command

All AT command support using SMS to set. AT+Z do reboot operation, so it won’t response.

http://www.hi-flying.com/
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ol SPEED T

<@

+ERR=-2

+ok=A,1,0ff

17:30

O

185 2135 .

i SLERE L]

& F 0 100% -

AT+NETP=1

AT+NETP=A

http://www.hi-flying.com/
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4.11.UART Upgrade

There is MCU firmware and 4G core module firmware. Get the latest firmware from the

following link.

&} LOT Service Serial - o X
@ @ @ @ © ®
Close COM Auto Getin CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
PO serial Boes | [RECV:+ok=EGA1 =
|com: \com ‘v‘ Batdrale ‘115209 ‘v‘ Data Bits: Parity: = Stop Bits: EB SEND:+++ ||
ISEND:AT+PID
;'DUT Para 1 [RECV: +ok=EG41
UART Para ISEND:AT +APN
| RECV:+ok=,
) ) . o . SEND:AT +WSMAC
UART Nao: E Baudrate: 115200 = Data Bits: Parity: [NONE = Stop Bits: EE e ek
Flow Control: UART Profocol:  [NONE__ | =] SEND:AT +GVER
- one g R soledo 159
HeartBeat Time: [0 HeartBeat Serial: | | SENDIAT+GSLQ
| IRECV:+ok=0,0
| ISEND:AT +IMEI
| SOCKET
| RECV: +0k=866262040283870
ISEND:AT +ICCID
L T =] = Sen
Server Addr: Server Port: SEND:AT+HEART=1
RECV:+ok=1,0,
Connect Mode: I:D Burst Time: SEND:AT+UARTTM=1 L

HeartBeat Time: HeartBeat Serial:

Regist Mode: I:D Regist Code:
N e
|
i M Para
IMEI: 866262040283870
Status: Disconnect RSl 0

|
‘Others
|
ModuleSN: 262040283870

[ [

1.1:10c(2019-06-06 16:30) e JCI Firmware

APN:

EG41

-]

ICCID:

4G V1.639
W 46 Firmware

Welcome:  |EG41 HostName: |Eport-EG41
APN User: APN Passuw... |

RECV:+ok=1,50
ISEND:AT+MODBUS=1
RECV:+ok=1,0ff
ISEND:AT+UART=1
RECV: +0k=1,115200,8,1,NONE,NFC
ISEND:AT+NETP=A
RECV:+ok=A1,0ff
ISEND:AT+NETP=B
RECV: +ok=B,1,off
ISEND:AT+NETP=C
RECV:+ok=C1,0ff

SEND:AT+VER
RECV:+ok=1.1.10c(2019-06-06 16:30)
GENDSAT+ HOST
RECV: + ok=Eport EG41
SEND:AT+WEL

RECV:+ok=EG4H1

|

http://www.hi-flying.com/download-center-1/firmware-1/download-item-hf2411-firmware-v1-0-

ﬂ

4.11.1. MCU Firmware

Load the firmware.
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£ 1.O.T Service Serial

] X

{m |—ﬁm +] saudroe[115200] %] Dota s[5 <] parise [NONE[] \., s [l 5]

PC Serial Para ‘

rDUT Para

Data Bits:

s [J2] s
Flow Control: UART Protocol: u
HeartBeat Time: HeartBeat Serial | . |

[£] Upgrade X
SOCKET Names S
Server Addr: [
| | FileName: |
——
otentme || | = Z
Regist Mode: Disable - /

et ‘ Upgrade I { Close |

&

SEND:+++

(SENC:AT+PID

RECV:+ok=EG41

Reboot after upgrade success.

£ 1.0.T Service Serial

rDUT Para

UART No: Baudrate: Data Bits: Parity} Stop Bits:
Flow Control: UART Brotacol:

SEND:AT+E
RECV:+ok
ISEND:AT+PID.
RECV:+ok=EG41

HeartBeat Time: | Upgrade x
' Device Fir < [ 4G Firmware |

END:AT +UPGRADE
ECY:

SOCKET Name: | e |sktop\EG41_UPGARDE V1.1.10¢ 201902\&4:"'\

ServerAddr |

Gt

HeartBeatTime: | |

RegistMode: [ [

Data Tag: Enable -
e

IMEL: \ | icap: | |

ModuleSN: ‘ ‘ Welcome: HostName:
e o B

| Clear

http://www.hi-flying.com/
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4.11.2. 4G Firmware(Only 4G Prod

uct)

After the device connect to network(Show connected), input the 4G download address(Get
the latest download address from our website.). The firmware size is about 5MB, it takes

about 2 minutes to upgrade.W

http://download.iotworkshop.com/iotbridge/firmwares/HF2411/4G_V1.926H 2b33fa3777a460

af4400df1fd3cf442c.bin

i

©

Restart

®

Quit CMD

Reload

Getln CMD

Close COM

Auto

Upgrade

@
=
Read Device Write Device

Batch Set

PC Serial Para SEND:AT+Z
com: ‘COMd - | Baudrate: [115200 || DawBits:[s [w Parlty NONE Stop Bits: |1 |» [SEND:+++
ISEND:+++
DUT Para RECV=
ISEND:a
UART Para RECV:+ok
SEND:AT+E
UART Nos [ I=] saudrate: [s7600 Data Bits: E v f parity:  [NONE [+] stopBitss [1 [*] | kecv:+ok
SEND:AT+PID
Flow Contral: DISEblE v UART Protocol: NONE RECV: +ok=EG41
) LloE ND:AT + UPGRADE
HeartBeat Time: ‘ H [4] Upgrade X Ecy
END:AT+GVER

SOCKET [ Device Firmware | 4G F\rmware |

ECV:+0k=4G _V1.639

SOCKET Name:

kIl 8 [ o \

4G V1.639

Read |

Server Addr:

URL: |’HF2AﬂUliGi\.ﬁ.926H72b33fa3777a460af4400dﬁ€d3cf442c‘bin}
Connect Mode: [~] ®
| N !
HeartBeat Time: H
Regist Mode: | R ’7 Upgrade | ‘ Close
Data Tag: [~] o

4.12.Remote OTA Upgrade

Currently only support MCU remote OTA update, later will support 4G upgrade

Step 1: Remote upgrade is using our IOTBridge cloud, download firmware from our
IOTBridge. Bound device to account as the previous steps.

4.12.1. MCU Firmware

Step 2: Login http: //bridge.iotworkshop.com/, upload firmware in IOTBridge.

Step 3: Copy the download link as following.

http://www.hi-flying.com/
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Step 4: Copy the download link into the IOTService tools

HF2411 V1.05 UPGAF

HF2411

b fdownload iotwe

RDE bin

af1991M81e66b7ecBT

sorkshop.comyiotbridge/fimwares/HF2411/HF2411 V1 0.5 UPGARDE 5{2882cd173aaGe 18583261 faadical bin

. And do upgrade operation.

20 - -
Management (M) SettinQ (C] Tools (T) Help (H)
|I | 4=
la .
n| | 9 seop r: ) oni.g St | I.ﬁr" Virpath|

SN |DevType| MAC Address | HostName 13 Position VirPath State SW Ver

2|HF2211 |FOFEGBBB2ESS |Eport-HF2211 .246.121.150 |China.Jinan Offline |1.31

1EG10 ACCF20123404 |Gport-EG10 112.35-&1‘35 China.Shanghai ‘Online |1.4.11 HE-LPB100

3|G10 575023903232 |Gport-G10 122.97.1?90{32 Remote Offline |1.03.28

& >

Devlype |Firmware ... Version | Upload\ﬁw‘e | Firmware URL

|£| Firmware Info

Input URL:

Firmware Info

Firmware Name:

Type:
DevType: Version:
Upload Time: MD35:
Firmware URL:
Descript:
e | Close
& 1L.0.T Service — x
Management (M) Setting (C) Tools (T) Help (H)
: s = —
it ‘ % Stop {E‘E:J Conﬁg! Status =1 VirPath 1 Connected
SN| DevType| MAC Address | HostName =~ 1P Pasition VirPath State SW Ver
2|HF2211 |FOFE6BB82ESS [Eport-HF2211 [112.246.121.150 |ChinaJinan Offline |1.31
1|EG10 ACCF20123404 |Gport-EGT10 112.65.61.35 China Shanahai Online |1.4.11
3/G10 |575023903232 |Gport-G10  |122.97.179.232  |Ren] Copy Device MAC Offline |1.03.28
Device Table Filter
Refresh
Delete Selected Device
Upgrade Firmware Selected
Upgrade Firmware All
Upgrade Web Selected
F-Setting Local
Application b
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4.12.2. 4G Firmware(Only 4G Product)

Step 1: Add device to account, and click the [Upgrade]

to upgrade. Ater upgrade success, it will restart.

button. It will take about 2minutes

&Y Device Status *
I System- | rGSM T SOCKET -
ModuleSN: 262040076977 | | SOCKET Name: c [+
ICCID: 89860118802305380338 Protocol: TCP-CLIENT
IMEL: B866262040076977 Status: Connected
Connect: Connected(21) Server IP:
IP Address: 112.64.68.41 Recv Bytes: 0 Recv Frames: 0
4G V1 ._.-"4-2| Upgradé | I Send Bytes: 2688 Send Frames: 224
Product ID: HF2411 : :
rUART- | Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.7b
UART No: |
RTC Time: NTP Disabled Config: 9600,8,1,NONE
Up Time: 0-Day 3:45:22
. Recw Bytes: 0 Recv Frames: 0 Bhead
Culihin 12100 Send Bytes: 6 Send Frames: 1 Edit
Latitude: 31.227090835 Fail Bytes: 0 Fail Frames: 0 Sestert
Step 2: Check the software version.
%Y Device Status *
~System GSM - SOCKET-
ModuleSN: 262040076977 | | SOCKET Name:
1CCID: 89860118802305380338 Protocol: TCP-CLIENT
IMEI: B866262040076977 Status: Connected
Connect: Connected(27) Server IP:
IP Address: 112.65.48.176 Recv Bytes: 0 Recv Frames: 0
4G_V1.786 Send Bytes: 12 Send Frames: 1
Product ID: HF2411 3 - : :
~UART- Fail Bytes: 0 Fail Frames: 0
Software Version: 1.1.7b
UART No:
RTC Time: NTP Disabled Config: 9600,8,1,NONE
Up Time: 0-Day 0:1:3
. Recv Bytes: 0 Recv Frames: 0 -
Lougilide: UEERE Send Bytes: 6 Send Frames: 1 Edit
Latitude: 31.227090835 Fail Bytes: 0 Fail Frames: 0 Restart
4.13. Massproduction Config
Step 1: Config the first product.
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T Service Serial = [m] X

Close COM | Auto | GetincMD witCMD | Relgad | EBegan ReadBoice | [ Deieal |Rstchsa
presar SEND:AT+UART=1 =l
com: [comafv]  saudrate: [115200[ =] Datasit[s [w] Pariy stop it [1_[] RECV:+ok=1,115208,1,NONE,NFC

7 SEND:AT+NETP=

-DUT Para RECV:+ok=A1 P,1.1.1.1,9090,long
UART Para SEND:AT+NEFP=B

RECV:+ok=J1,off

. . . senD:ATllETP=C
UART No: [ Baudrate: 115200 ||  Data Bits: Parity:  |NONE [ stop Bits: EE e
il S UL e PO m: RE

f+ok=A0,

HeartBeat Time: |0 HeartBeat Serial: I / | SEADAT+NREGSND=A
CWV:+ok=Alink
s JSEND:AT+NREGDT=A |
RECV:+ok=A,

SOCKET Name: Protocal: [ Jnre K Rout: lbare— [#) :Ef;\?‘”; N:E:f‘fm:"‘
srok=A o

SENDAT+NETPID=A

RECV:+ok=A,

Connect Mode:  |Always | v| BurstT] SEND:AT+NETPIDEN=A

Type:  |F ersion: _ RECV:+ok=4,off

HeartBeat Time: ] HeartB| SEND:AT+METPLK=A
Pathi  |/adfadsf RECV:+ok=A,off

RegistMode:  [Disable  |w| Regist SEND:AT + HTPTP
: 123123123 ] RECV:+0k=POST
Data Tag: ﬂ Data T SEND:AT+HTPURL
RECV: +ok=/adfadsf 1.1
SIM Para ] I SEND:AT+HTPHEAD
| RECV:+ok=123123123
IMEI: B66262040283870
Status: Disconnect RSSI: 0 lesh SEND:AT+VER

RECV:+0k=1.1.10c(2018-06-06 16:30)
] Confirm | Cancel SEND:AT+HOST
Qthers. RECV: + ok=Eport EG41
SEND:AT+ WEL
ModuleSN: 262040283870 Welcome:  [EG41 HostName:  [Eport-EG41 kvl el
APN: I 5 APN Passw.. | i2
EGAT  1.1.10c{2019-06-06 16:30) |

S Addr: [1.11a £ Hitp Setup

Step 2: The config information will be saved in the following file. This file can be used for
massproduction product config. May also direct modify this file.

= BE

» EESIE > B (C) > Hi-Fying > 10TService

=23 ; EMES = i
hisTmp 2019-06-04 14:51 iz
L 2019-05-15 17:48  szidss
atemd.xt 2019-06-11 15:52  SZaoz 1KB
sites on MSN 4 CAHi-Flying\IOTSBgce\I0TService V2\data\atemd.txt - EditPlus - O X
/" Ele Edit View SeMh Document Project Tools Browser Emmet Window Help - A x
uau@m@:"hw Bx |9 ¢ 0 te B4 A w =l | @B 2 b2
=]
Direct e
rectory. | Chptext{{Fil ‘)L IAT+LEART=1,115290,5)1,MOME,NFC =
] 2 AT+NETP=A,1,HTTP,1.1.1.1,989@,long
C L1, HTTP, 9898,
Sl 5 AT+HTPTP=POST
e 4 AT+HTPURL=/adfadsf,1.1
= . 4 S AT+HTPHEAD=123123123<CRLF><CRLF>
Ll Hi-Flying AT+CFGTF

|i 10TService
| 10TService V2
| data

Step 3: Click [Batch Set] for fast config multiple products.
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o

©)

©

=

Close COM Auto Getln CMD Quit CMD Reload Restart Upgrade Read Device Write Device Batch Set
PC Serial Para | [RECV: +ok=A, 4 sl
COM: |COM4 ‘ v‘ Batdrate: |115200 ‘ v‘ Data Bits: Parity : Stop Bits: EE | SEND:AT + NREGEN=A 4
> = = = 2 = = = = = = - RECV:+ok=A,off
rDUT Para | [SEND:AT+NETPID=A
UART Para | RECV: +ok=A,

ISEND:AT+NETPIDEN=
UART No: ‘ ‘ Baudrate: |115200 = Data Bits: Parity:  |NONE = Stop Bits: EE REGV ot dlsayoft

Flow Control:

HeartBeat Time:

SOCKET

SOCKET Name:

Server Addr:

Connect Mode:

HeartBeat Time: [0

et vods [ [
batag e v
SIM Para

IMEI: 866262040283870

Status: Disconnect RSSI:
Others

ModuleSN: 262040283870

e[ vt el

HeartBeat Serial:

one ]

]

EG41 1.1.10c(2019-06-06 16:30)

HeartBe,

Protocoll &% Alert

Burst Tir| A

Alert
Set With file, Finished!

Regist Code:

Data Tag Code:

1]

Welcome:  [EG41 HostName: |Eport-EG41
APN User: APN Passw... |

1CCID:

4G ¥1.639

ISEND:AT+NETPLK:

ISEND:AT+VER
IRECV: +0k=1.1.10c(2019-06-06 16:30)
SEND:AT+HOST

RECV: +ok=Eport-EG41

ISEND:AT+WEL

RECV: +ok=EG41

[SEND:+++
ISEND:AT+UART=1,115200,8,1,NONE,NFC
RECV:+ok
ISEND:AT+NETP=A,1,HTTP,1.1.1.1,9090,long
RECV:+ok

ISEND:AT+HTPTP=POST

RECV:+ok

ISEND:AT +HTPURL=/adfadsf 1.1

RECV:+ok
ISEND:AT+HTPHEAD=123123123<CRLF> <CRLF>
RECV:+ok

ISEND:AT+CFGTF

RECV:+ok

4.14.Data Collect Gateway and More Function

Products support collect packet and upload to server, see more application notes in the
following link.

http://www.hi-flying.com/download-center-1/application-notes-1/download-item-industry-
products-application-manual
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APPENDIX A: REFERENCES

A.1. Test Tools

I0TService Configure Software:
http: //www.hi-flying.com/index.php?route=download/category&path=1 4
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